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ABSTRACT

Integrity is an essential characteristic in the process of saving records. The previous studies
discussed different techniques to check records’ integrity. However, all these techniques depend
on a third party to check integrity, which is not an efficient solution due to the fact that the third
party may not be trustworthy enough to protect the privacy of the data. Thus, this research will
investigate the ability of blockchain applications (BC) to be the relevant solution to achieve
integrity, as BC has many features that eliminate the need for a third party. Accordingly, this
research focuses on studying the role of BC in achieving and checking the integrity of records. BC
is a recently developed technology that has received much attention from a variety of industries.
Nevertheless, many studies have highlighted the difficulties of understanding the architecture of
BC and difficulties in integrating BC into pre-existing applications. These difficulties have
challenged any large-scale migration from conventional distributed technologies to BC. As a
result, conducting studies into the design of blockchain applications is a required step in adopting
blockchain.

Based on the literature review, one of the ways to address a problem and contribute to developing
a solution is creating patterns. Designing patterns helps to understand problems that occur over
and over and describes the solutions to them. Consequently, the motivation of this thesis is to
provide a contribution in the area of the design pattern approach for BC applications in order to
solve the problem of how to build an application that ensures integrity on BC. By providing a
pattern, engineers will find it easier to build the application. Thus, to achieve the research goals,
we have followed the methodology of Peffers. This is a comprehensive approach that can be used
for a wide range of research in the information systems field to support design science research
components. We analyzed two cases suffers from a lack of integrity and explored the ability of BC
to provide a solution to them. We used Liping Zhoe’s framework to analyze and document the
cases. Then, we generalized and represented the solution as a pattern called proof of integrity (Pol).
The Pol pattern highlighted how BC technology achieves the integrity of records and contributes
to the area of BC design, simplifying understanding the process of storing and retrieving records
on the BC. Next, we evaluated the Pol pattern by building a BC application to verify the integrity
of the academic certificates and explain how integrity was achieved empirically.



