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A Secure Gait Based Recognition System

ABSTRACT

With new advances in technologies, biometrics has become an emerging
technology for authentication of individuals. Biometric recognition system identifies
or verifies aperson based on his or her physiological or behavioral characteristics.
Theoretically, any human physiological or behavioral characteristic can be used to
make a personal identification as long as it satisfies features like universality,
uniqueness, permanence and collectability. However, there is still some weakness
concerning robustness against attacks in the biometric recognition system. Biometric
cryptosystems are techniques used to improve and enhance the biometric recognition
system security. The most common biometric cryptosystems include: Fuzzy
Commitment Scheme, Fuzzy vault, and Shielding functions. In this thesis, a biometric
cryptosystem is applied with a gait based biometric system to enhance the system
security. The proposed biometric cryptosystem has two phases: enrollment and
verification. Each of them comprises three main stages: Feature Extraction, Reliable
Components Extraction, and Fuzzy Commitment Scheme. Gait features are extracted
from gait images using Local Ternary Pattern (LTP), then the average of one

complete gait cycle using Gait Energy Image (GEI) concept is calculated. The average



images are joined using the 2D joint histogram, which is reduced using Principal
Component Analysis (PCA) to produce the final feature vector. To enhance the
robustness of the system, only highly robust and reliable bits from the feature vector
are extracted. Finally, the Fuzzy Commitment Scheme is used to secure feature
templates. Bose-Ray-Chaudhuri-Code (BCH) is used for key encoding in the
enrollment phase and as decoding in the verification phase. The proposed system is
tested using the CMU MoBo database. The experimental results show that the best
error rate is obtained when using fast walk for enrollment and verification, where we
get 0% for False Acceptance Rate (FAR) and 0% for False Rejection Rate (FRR) for a

key length equal to 50.



